OMNIQUAD

Omniquad AntiSpy Enterprise Edition

lllegitimate programs that secretly monitor employee workstation
activities (commonly referred to as Spyware) pose serious
information security issues to every organization. The presence of
Spyware on your network is highly undesirable and in most cases
harmful as it not just disrupts your end users’ web usage but also
puts your confidentiality at risk.

Nasty pop-ups, tracking and transmitting your company’s web use to advertisers from within your
network, malicious browser plug-ins that divert users’ web searches to unsolicited “special offers”,
home page hijacking, keystroke capture, slow Internet access and workstation performance
degradation - these are all common manifestations of Spyware.

Protect your network: eliminate Spyware with Omniquad AntiSpy Enterprise.

Omniquad AntiSpy is a powerful, out of the box enterprise solution that detects and eliminates
spyware from your network. It is designed for effortless remote deployment/administration and
provides safe and effective protection against all types of Spyware (including Ad-ware, Mal-ware,
spy tools and key loggers). The network administrator can instantly get a complete overview of
Spyware affected workstations and take immediate action.

Centralized Management

Omniquad AntiSpy Enterprise is integrated within the Omniquad Enterprise Manager framework;
and leverages the software’s ability to stringently enforce corporate security policies and manage
networks of any size. Spyware detection and removal can be easily administered through a
centralized management console, from anywhere on your network.

Automated Client Deployment

The network administrator can login to the admin console and automatically deploy the client
component across the network. This will then enable you to schedule scans, define scan actions
and distribute the policy set to all required workstations. All AntiSpy scan policies you set are
applied immediately without the need to reboot or any end user intervention.

Real-time Scan

Activate real-time spyware protection on all your workstations. The AntiSpy real-time scan is a
constant memory scan that will pre-emptively block spyware programs and terminate spyware
programs if they are started or about to run on your workstations. View the real-time scan statistics
from the AntiSpy Enterprise management console installed anywhere.

Customized Policy Enforcement

Workstation/user and group specific scan policies can be configured to suit the different work
timings and Internet usage of your network users.

Schedule Quick/Smart or Full scans
Run scan—on—-demand to execute immediate scans on any remote workstation whenever
you need it.

e White-list to exclude user-defined Spyware from the detection database



Advanced Protection
Protect your network from potential spyware threats using the Advanced Protection features.

e Home Page Hijack Protection
e Pop Up Blocker

Automatic Definition Updates

The AntiSpy Spyware detection database is constantly updated to provide effective protection
against new spyware threats. Download of latest signatures to the server and their distribution to
client workstations is fully automatic.

Comprehensive Scan Reports

AntiSpy scan reports detailing Spyware detected and cleaned are stored on the server. The
reports can be reviewed through the admin console reporting interface and can be accessed from
anywhere.

Other benefits

Real-time Scan

Integrated Cookie Killer

Spyware Whitelist

Quick/Smart/Full Scan options

User Login Scan

On-Demand and Scheduled Scan
AntiSpy Monitor/Scan Progress Viewer
Real-time Scan Statistics Viewer
Constantly updated spyware signatures
Report suspect Spyware hotlink
Comprehensive spyware information
24/7 Technical Support

AntiSpy Enterprise Screenshots
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